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	Introduction:

The purpose of this document is to answer questions about the switch from Agency shared User ID and password to individual User ID and passwords.

Connecticut will convert to individual user ID/passwords (ARS) on May 18, 2010.

When registration opens, Single Users can register via a link from the State Welcome Page.  See “OASIS Individual User ID Online Registration User’s Guide” for instructions.

OASIS Individual ID Registration Users Guide (1.03 MB)



	1. Concept of ARS Compliance

· ARS - Acceptable Risk Safeguards.  A set of security related requirements implemented to protect QIES data.

i. Strict password requirements – (note passwords are now case sensitive)

ii. Passwords expire every 60 days

iii. Email notifications for 60 day inactive users 

iv. Limit of one login session per user ID

· HHA Submission System changes include:

· User must register for a named personal login ID

i. Personal Login ID Format (HHA plus 7 numeric digits HHA#######)

ii. Strict password requirements




	2. Registration Process for Single Users
· Refer to “OASIS Individual User ID Online Registration User’s Guide”

· Registration Notes:

· Once the registration process starts for your state, the OASIS Submission System will no longer recognize the shared or state assigned agency ID.   The user receives a failed login attempt message if they try to access the submission system with the old ID.  After three unsuccessful login attempts, a more descriptive error message displays.

· Each agency entity is allowed a maximum of 2 personal login IDs.  Therefore a parent agency and its associated branches are each allowed two (2) personal login IDs.  For example, a parent agency with four branches is allowed a total of 10 individual user IDs. 

· Corporate and Third Party users are not included in the calculation when determining whether an agency has reached the maximum number of personal login IDs.  For example, if a Single User and a Corporate User are both associated with an agency, and that agency is governed by the standard 2 personal login ID maximum, the Corporate User is not counted when calculating the agency’s max user count.  One additional Single User can still register for a personal login ID for the agency without the agency being required to petition for an increase to the max user count. 

· Agencies may request additional personal login IDs by completing the form titled “OASIS Additional User ID Request” form posted on QTSO.

· The new personal login ID can be used immediately to submit assessments and view CASPER reports.  Validation Report access will be available the day following registration.

· CASPER Reporting

· Please note the CASPER folders using the HHA Personal Login ID:

Folder Name

Content Information

My InBox

CASPER Reports requested with the HHA Personal Login ID

Agency ST #### Inbox

Historical CASPER Reports requested with the state assigned agency log in ID

· Management of Agency Accounts

· The new security will force agencies to manage the named users assigned to submit for their agency. 

· When an agency has hit the maximum number of users, they must submit an “OASIS Additional Account Request” form to have a new person submit assessments.


	3. Registration Process for Corporate and Third Party Service Bureau Users
· A Corporate and Third Party Service Bureau Users is anyone who submits on behalf of multiple HHA providers.

· Corporate - Represents multiple providers all owned by a single corporation.  The corporation is responsible for processing submissions for its providers and can also be responsible for retrieving and/or reviewing provider report data from the OASIS Submission System and from CASPER Reports.  The corporation’s providers are not limited to a single state and the corporation may have providers operating across multiple states.

· Third Party Service Bureau - An outside entity contracted by the provider or corporation to provide services.  The entity is typically contracted to process submissions, but may also be contracted to retrieve and/or review report data for the providers.  The entity is not limited to contracting with providers in a single state and may provide services for providers across multiple states

· Request a named personal login ID by completing the OASIS Corporate Access Request Form or OASIS Third Party Service Bureau User Request Form.  

· The OASIS Corporate Access Request and OASIS Third Party Service Bureau Request forms are also used to associate multiple agencies to a Corporate or Third Party Service Bureau user ID.

· CASPER Report Access for Corporate and Third Party Service Bureau users is not yet available.  Corporate and Third Party Service Bureau users must continue to login to CASPER Reports with the shared agency ID (State Assigned ID).

· Note:  An employee who is directly employed by multiple providers is identified as a single user and would maintain a separate personal login ID for each agency.

NOTES for Corporate and Third Party Service Bureau users-

· Security regulations disallow a user ID to be logged on more than once.  
· If the Corporate or Third Party HHA user ID is used in an automated submission system with multiple servers, submission problems could occur.
· States utilizing the State Copy feature need to look at header record, not the file name to identify agency submissions from a corp/3rd party user.




	4. Supporting Forms and Documentation 

· QUMA- Self Help for forgotten password – QIES User Maintenance Application (QUMA) Can be found at http://www.qtso.com/ and State Welcome pages and on the QIES to Success website https://web.qiesnet.org/qiestosuccess/ in the ‘QIES Infocenter’ section as “QIES User Maintenance”.

· Purpose is to give users the ability to self-help login issues post registration without contacting the help desk.  Users can answer their security questions to have their passwords reset. 

· Also, update Phone Number and Email Address

· Hyperlinks to OASIS Forms: 
Forms have been posted on www.QTSO.com on the right side of the page “OASIS (Home Health Agencies) Personal Login ID Maintenance Forms” (https://www.qtso.com/accesshha.html):


OASIS Registration Information QTSO [PDF 47 KB] (Posted 02/23/2010) 

Completing and Saving a PDF Form Electronically [PDF 77 KB] (Posted 02/19/2010) 

OASIS Third Party Svc Bureau User Request [PDF 221 KB] (Updated 03/10/2010)
OASIS Additional Personal Account Request [PDF 215 KB] (Posted 02/19/2010)
OASIS Corp Access Request [PDF 121 KB] (Posted 02/19/2010)
OASIS Remove User Account Request [PDF 215 KB] (Posted 02/19/2010)
· Where to Submit Forms:

Forms should be faxed (888-477-7871) or emailed (help@QTSO.com) to the QIES helpdesk.  Forms that are faxed should include agency letterhead.

· The QIES User Individual ID Registration User’s Guide: 

a. Currently available at the QTSO website http://www.qtso.com/ under “Notice: OASIS Conversion to Personal Login IDs” 
b. Direct link at OASIS Individual ID Registration Users Guide (1.03 MB)
c. Currently available at QIES to Success website https://web.qiesnet.org/qiestosuccess/ in the ‘Training and Education’ section.

d. The guide will also be posted on the OASIS State Welcome page with the rollout of the conversion changes.
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